
Overview
With over 27 million active users per month, this ecommerce marketplace provides a personalized and entertaining shopping experience 
to consumers around the world via mobile devices. As bad actors target its site and customers, the organization looked for new 
ways to proactively combat them.

Challenge

Following a surge in fraud after high-
profile data breaches in the Latin American 
market, the ecommerce marketplace sought 
innovative and effective ways to reduce 
account takeover (ATO) to protect consumer 
information and reduce financial losses due 
to fraud.

Solution

The marketplace chose SpyCloud 
Consumer ATO Prevention to detect when 
its consumers are using compromised 
credentials, so they can be reset to 
prevent ATO. 

Result

SpyCloud’s Consumer ATO Prevention solution 
has helped the company identify vulnerable 
accounts quickly and take action to prevent 
millions of ATOs. As a result, the marketplace 
avoided $1 million in fraud losses and enabled 
2 full-time resources on the risk management 
team to focus on other projects. 
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Ecommerce Platform Sought Innovative 
Approach to Combat ATO
Historically, the ecommerce platform has experienced a higher fraud rate 

in the Latin American market, and noticed a spike in fraudulent activities 

and increasing losses following several high-profile data breaches that 

exposed credentials and sensitive data including credit card numbers. 

After the marketplace saw evidence of credential stuffing attempts 

and ATO attacks, the company sought innovative ways to protect their 

customers’ personal account information and their own bottom line. 

 

For this organization, ATO impacts are two-fold: they negatively affect 

their brand reputation and their P&L. Accounts taken over by bad actors 

cause headaches for both the customer and the business, and can give 

the customer a perception of a lack of security on the marketplace. 

In addition to the potential loss of customers, 

fraudulent activity also causes increased chargebacks. 

 

“ATO is one of those things that is very explicit for users who’ve been 

impacted,” said the Director of Risk Management for the ecommerce 

marketplace. “Even though financially there may not be huge impacts, 

it will create a scar when it comes to your trust with the customers.” 

 

As the volume of ATO attacks and use of stolen credit card information 

increased on the platform, particularly with dormant accounts, tracking 

fraudulent activity proved to be a challenge for the ecommerce 

marketplace. While buyer behavior can offer insights into the 

validity of an account, the organization struggled to properly 

monitor suspicious account activity and transactions. 

 

Previous solutions that provided risk scores or signaled human versus 

machine behavior weren’t meeting the company’s expectations of 

combatting ATO. While these solutions were effective in detecting 

suspicious behavior, they came with a tradeoff between recall 

(identify as much fraud as possible with the lowest false 

negatives) and precision (accuracy in identifying bad actors 

with the lowest false positives so as not to disturb good users). 

 

By using SpyCloud’s Consumer ATO Prevention solution, the ecommerce 

Reduced ATO Fraud Activity 
in LATAM Region by 90%

With Consumer ATO Prevention 
leveraging recaptured data from the 
criminal underground to identify 
accounts using compromised  
credentials, the ecommerce 
marketplace saw a 90% reduction 
in ATO in the Latin America region, 
which accounts for 50% of the 
company’s fraud activity in that 
area. As a result, the ecommerce 
marketplace avoided $1 million in  
fraud losses.
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Since SpyCloud 
recaptures 
credentials directly 
from the criminal 
underground, we 
now have a level 
playing field with 
fraudsters – with 
the same data, we 
can easily identify 
compromised 
consumers and be 
more proactive in 
protecting them.

– Director of Risk Management

marketplace is able to leverage data recaptured from the criminal 

underground to flag users whose credentials are compromised, thus 

making the account vulnerable to ATO. Remediation steps include 

initiating challenges such as multi-factor authentication and password 

resets to better protect customers and their personal information. 

 

 

Prevented Millions of ATOs Globally
As the organization began using Consumer ATO Prevention, they found the 

scale of risk was much bigger than initially thought since they previously 

didn’t have the ability to properly benchmark ATO attacks. With the success 

in reducing ATO fraud activity in the LATAM region, the marketplace rolled 

out Consumer ATO Prevention across the entire platform to protect all user 

logins. SpyCloud’s solution proved to be the best balance between precision 

(low false positives) and recall (low false negatives). Today, the ecommerce 

marketplace queries Consumer ATO Prevention API approximately 3 million 

times per week to identify password resets for all users.

Reduced Resources Dedicated to ATO 
Prevention
Before SpyCloud, the company’s risk management team was 

overwhelmed by work related to consumer account takeover, 

dedicating 2 data scientists and 1 engineer to the challenge. With 

SpyCloud, the company was able to reallocate 2 of these team 

members to other projects. Now, the team only requires a single data 

scientist to handle the reduced workload, and that team member 

still has the bandwidth to focus on other projects. Maintaining 

the SpyCloud API requires minimal time investment, as it runs 

automatically and only requires monitoring of high-level metrics. 

 

“We value SpyCloud because not only does it help solve ATO, it also gives 

our team more bandwidth and allows us to provide a better customer 

experience,” said the organization’s Director of Risk Management.



Learn more at spycloud.com

About SpyCloud
SpyCloud transforms recaptured data to protect businesses from 

cyberattacks. Our products leverage a proprietary engine that 

collects, curates, enriches, and analyzes data from the criminal 

underground, driving action so enterprises can proactively prevent 

account takeover and ransomware, and protect their business and 

consumers from online fraud. Our unique data from breaches, malware-

infected devices, and other underground sources also powers many 

popular dark web monitoring and identity theft protection offerings. 

 

SpyCloud customers include half of the 10 largest global enterprises, 

midsize companies, and government agencies around the world. 

Headquartered in Austin, Texas, SpyCloud is home to over 150 

cybersecurity experts who aim to make the internet a safer place.

Learn More 

Enterprise Protection
Prevent account takeover that 
can lead to ransomware.

Learn More 

Consumer Protection
Combat account takeover and 
online fraud.

Learn More 

Investigations
Unmask criminals attempting 
to harm your business.

Learn More 

Data Partnerships
Enhance your solution with 
SpyCloud’s data.

https://spycloud.com/
https://spycloud.com
https://spycloud.com/enterprise-protection/
https://spycloud.com/enterprise-protection/
https://spycloud.com/consumer-protection/
https://spycloud.com/consumer-protection/
https://spycloud.com/products/fraud-investigations/
https://spycloud.com/products/fraud-investigations/
https://spycloud.com/data-partnerships/
https://spycloud.com/data-partnerships/



