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The CISOs Report provides invaluable insights for the heads of modern 
cybersecurity teams – to benchmark their posture, experiences, and 
concerns against others; to learn from what their peers are doing and 
planning to do; and to validate their own plans and investments for moving 
forward. Selected by SpyCloud, a Gold-level sponsor, the following critical 
issues highlight only a few of the key findings from this highly informative, 
CISO-centric research study.

WHAT LIES BENEATH
For anyone expecting that 2022 might provide a respite from ransomware, 
think again. The frequency of related attacks remains high, as does the level of 
concern for ransomware among CISOs. What do these and many other of the 
“most concerning” threats have in common? Compromised user identities. 
Too often, weak or stolen identity information is the main entry point for 
attacks (e.g., with ransomware, supply chain and account takeover attacks, 
and APTs), or the object of the attack in the first place (e.g., with phishing).
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On a scale of 1 (lowest) to 5 (highest), please rate your concern for the following types of threats.

Stolen identity data available 
on the criminal underground 
is at the core of many of the 
sophisticated ways bad actors 
are perpetrating attacks 
these days, impacting not 
only individual users but their 
respective organizations 
too. The net result is that 
identity has become the new 
perimeter – one that security 
teams must better protect.

“First and foremost is 
the level of assurance 
that an organization 
can have in verifying 
that a user actually is 
who they claim to be. 
This comes down to the 
strength [and reliability] 
of the credentials being 
presented.” 

—The CISOs Report



ZERO TRUST OR BUST
With the network perimeter no longer capable of serving as a well-
defined trust boundary, many organizations are now pursuing a 
Zero Trust security model (see accompanying chart). This strategy 
elevates the importance of identity – essentially by definition – 
effectively making it the new perimeter. As a result, having 
actionable recaptured data and insights that reveal compromised 
identity information available on the criminal underground is 
rapidly becoming a must-have capability for today’s enterprises. 

OVERCOMING THE STAFFING OBSTACLE
Key obstacles hindering security teams from being more effective 
include a persistent shortage of skilled cybersecurity professionals 
and an overload of alerts and other security data/telemetry, followed 
closely by difficulty using available tools. These findings emphasize 
the need for security solutions that deliver accurate, tailored security 
data and enable a proactive, automated response to implement 
corresponding corrections and/or protections. A solution that 
leverages recaptured exposed data is one good example. 

ADDITIONAL FINDINGS
• 75% confirm their organizations were hit within the past 12

months by a cyber attack that caused material damage. 

• Nearly seven in 10 respondents perceive the threat landscape
to be more severe now than it was a year ago.

• The top priorities for security teams in the coming year are
better ensuring the privacy of customer data – followed
closely by maintaining or enhancing a Zero Trust security
model and better addressing partner or supplier risk.

Download a full copy of the CISOs Report

ABOUT SpyCloud
SpyCloud transforms recaptured data to protect businesses from 
cyber attacks. Its products leverage a proprietary engine that 
collects, curates, enriches and analyzes data from the criminal 
underground, driving action so enterprises can proactively 
prevent account takeover and ransomware, and protect their 
business and consumers from online fraud.

CISOs Connect is an invitation-only interactive community of trusted cyber peers, with more than 500 Chief Information Security 
Officers (CISOs) and subject matter experts. Connected by common interests, this membership-community allows cyber experts to 
share knowledge and expertise through proprietary content, original research, and analysis while exchanging information, ideas and 
collaborating with trusted colleagues to make informed professional, business and technology decisions. CISOs Connect is known for 
its succession training and mentorship.
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Which best describes your organization’s status with 
regard to implementing a Zero Trust security model.

On a scale of 1 (not at all) to 5 (significantly), rate how 
much each of the following inhibits your organization’s 

ability to establish effective cybersecurity defenses.
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Lack of skilled personnel

Alert/security data overload

Low security awareness among employees

Difficulty operating tools & technologies

Lack of budget

Lack of effective solutions available in the market

Difficulty integrating tools & technologies

Lack of support from senior business leaders 
or the board

https://spycloud.com/resource/2022-the-cisos-report/

